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Sprawozdanie z ćwiczenia numer 1

Data wykonania ćwiczenia: 2002-10-16
Temat ćwiczenia:
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6. Kisiel Sławomir
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9. Kłosowski Michał

10. Kapała Szymon

11. Kubosz Lesław

Zadania

1. Wyświetlić listę procesów używających określony plik.

2. Wyświetlić listę plików z liczbą dowiązań równą 0.

3. Wyświetlić listę procesów blokujących odmontowanie wybranego systemu plików.

4. Wyświetlić listę procesów mających otwarte połączenia z określonym hostem (jeżeli nie ma otwartych żadnych połączeń należy takie utworzyć).

5. Wyświetlić listę plików otwartych przez wybrany proces.

6. Wyświetlić statystyki sieciowe dla protokołu TCP.

7. Wyświetlić listę serwerów oraz otwartych połącze´n.

8. Wyświetlić listę procesów, które utworzyły połączenia dostępne z zewnątrz. Zidentyfikować uruchomione polecenia (z pełną ścieżką).

9. Zidentyfikować zdarzenia, o których mowa we fragmencie wprowadzenia dotyczącym netstat.

10. Nawiązać połączenie z serwerem, zaobserwować zmiany stanu systemu (otwartych połączeń).

11. Napisać skrypt umożliwiający weryfikację poprawności plików dziennika systemowego przy użyciu programów who oraz last. Wynikiem działania skryptu powinna by lista użytkowników, których dostęp nie został zapisany w pliku dziennika systemowego. Pominąć problem rotacji dzienników systemowych. Dodatkowo powinien zosta utworzony skrypt dla programu cron tworzący dziennik zalogowanych użytkowników. Każdy wpis w dzienniku powinien być poprzedzony znacznikiem czasu (#YYYYMMDD HH:MM).

12. Usunąć ostatnie wpisy z plików wtmp/utmp/lastlog dla wybranego użytkownika.

13. Zapoznać się z programem iptraf. Utworzyć filtr zapewniający obserwację połącze TCP z wybranym hostem. Utworzyć log obserwacji. Wyłączy filtr. Obejrze statystyki rozmiarów pakietów dla wygenerowanego ruchu z wykorzystaniem HTTP i SSH. Czy są jakieś różnice? Dlaczego?

14. Przechwycić ruch sieciowy związany z nawiązaniem połączenia (telnet, ftp) z wybranym serwerem sieciowym. Odtworzyć zachowanie użytkownika (wydawane polecenia, otrzymane wyniki) na podstawie przechwyconych pakietów.

15. Jedną z technik skanowania portów na zdalnym systemie jest użycie skanowania Xmas-tree. Polega ono na wysłaniu pakietu mającego w nagłówku ustawione flagi TCP: PUSH, URGENT oraz FIN oraz analizie uzyskanej odpowiedzi. Przechwycić oraz zapisać do pliku pakiety pochodzące z takiego skanowania. Przechwytywać całą zawarto pakietów. Polecenie generujące skanowanie wybraną metodą: nmap -sX hostip

16. Istnieje kilka technik skanowania systemów oraz wyznaczania listy kontroli dostępu ścian ogniowych określanych ogólnie terminem „firewalking”. Jednym z elementów takiego skanowania jest wysyłanie pakietów ICMP Echo Request o zmodyfikowanej wartości pola 7 TTL pakietu w celu wygenerowania odpowiedniego komunikatu zwrotnego. Pojawienie się pakietów o podejrzanie małej wartości pola TTL może być sygnałem o niepożądanej aktywności. Zapisać do pliku pakiety o wartości TTL mniejszej od 3.

17. Na podstawie dowolnego z zapisów wyodrębnić i prześledzić połączenie TCP (nawiązanie połączenia, wymiana danych, zakończenie połączenia).

18. Dokona zapisu ruchu sieciowego zawierającego zapytania DNS, pakiety ping, ruch HTTP. Przy pomocy tethereal wyodrębni z pliku zrzutu jedynie wybrany rodzaj ruchu: DNS - zapytania oraz odpowiedzi.

19. Wykona zadanie 17 przy użyciu tethereal z opcją -V.

Rozwiązania zadań:

Zadanie1

#polecenie lsof /usr/sbin/lsof

COMMAND  PID USER  FD   TYPE DEVICE  SIZE  NODE NAME

lsof    4684 root txt    REG   3,65 82812 65427 /usr/sbin/lsof

lsof    4685 root txt    REG   3,65 82812 65427 /usr/sbin/lsof

Zadanie2

# polecenie: lsof +L1

# nic sie nie wyswietlilo (nie ma plikow z liczba dowiazan 0)

Zadanie3

#lsof /mnt/floppy

COMMAND PID USER   FD   TYPE DEVICE SIZE NODE NAME

mc      876 root  cwd    DIR    2,0 7168    1 /mnt/floppy

bash    878 root  cwd    DIR    2,0 7168    1 /mnt/floppy

Zadanie4
# polecenie: netstat -pe

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address           Foreign Address         State       User       Inode      PID/Program name

tcp        0      0 lab522-1.zo.iinf.:32770 zeus.polsl.gliwice.:ftp ESTABLISHED root       12533      1384/ftp

tcp        0      0 lab522-1.zo.iinf.:32769 zeus.polsl.gliwice.:ssh ESTABLISHED root       12485      1352/ssh

tcp        0      0 lab522-1.zo.iinf.:32771 zeus.polsl.gliwi:telnet ESTABLISHED root       17758      1446/telnet

Active UNIX domain sockets (w/o servers)

Proto RefCnt Flags       Type       State         I-Node PID/Program name    Path

unix  7      [ ]         DGRAM                    720    504/syslogd         /dev/log

unix  2      [ ]         DGRAM                    1137   737/crond

unix  2      [ ]         DGRAM                    1099   700/sendmail: accep

unix  2      [ ]         DGRAM                    1037   672/xinetd

unix  2      [ ]         DGRAM                    822    585/apmd

unix  2      [ ]         DGRAM                    736    509/klogd

Zadanie5

# polecenie: lsof –p 6

COMMAND PID USER   FD   TYPE DEVICE SIZE  NODE NAME

bdflush   6 root  cwd    DIR    3,3 4096     2 /

bdflush   6 root  rtd    DIR    3,3 4096     2 /

bdflush   6 root   10u  FIFO    3,3      20642 /dev/initctl

Zadanie6

# polecenie: netstat -st

Tcp:

    7 active connections openings

    0 passive connection openings

    0 failed connection attempts

    0 connection resets received

    4 connections established

    95 segments received

    131 segments send out

    0 segments retransmited

    0 bad segments received.

    1 resets sent

TcpExt:

    ArpFilter: 0

    3 TCP sockets finished time wait in fast timer

    8 delayed acks sent

    10 packets directly queued to recvmsg prequeue.

    303 packets directly received from prequeue

    48 packets header predicted

    7 packets header predicted and directly queued to user

    TCPPureAcks: 6

    TCPHPAcks: 43

    TCPRenoRecovery: 0

    TCPSackRecovery: 0

    TCPSACKReneging: 0

    TCPFACKReorder: 0

    TCPSACKReorder: 0

    TCPRenoReorder: 0

    TCPTSReorder: 0

    TCPFullUndo: 0

    TCPPartialUndo: 0

    TCPDSACKUndo: 0

    TCPLossUndo: 0

    TCPLoss: 0

    TCPLostRetransmit: 0

    TCPRenoFailures: 0

    TCPSackFailures: 0

    TCPLossFailures: 0

    TCPFastRetrans: 0

    TCPForwardRetrans: 0

    TCPSlowStartRetrans: 0

    TCPTimeouts: 0

    TCPRenoRecoveryFail: 0

    TCPSackRecoveryFail: 0

    TCPSchedulerFailed: 0

    TCPRcvCollapsed: 0

    TCPDSACKOldSent: 0

    TCPDSACKOfoSent: 0

    TCPDSACKRecv: 0

    TCPDSACKOfoRecv: 0

    TCPAbortOnSyn: 0

    TCPAbortOnData: 0

    TCPAbortOnClose: 0

    TCPAbortOnMemory: 0

    TCPAbortOnTimeout: 0

    TCPAbortOnLinger: 0

    TCPAbortFailed: 0

    TCPMemoryPressures: 0
Zadanie7

#netstat -taup

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address           Foreign Address         State

tcp        0      0 0.0.0.0:22              0.0.0.0:*               LISTEN

tcp        0      0 127.0.0.1:25            0.0.0.0:*               LISTEN

tcp        0      0 157.158.77.176:1024     157.158.77.142:22       ESTABLISHED

tcp        0      0 157.158.77.176:22       157.158.77.181:1052     ESTABLISHED

tcp        0      0 157.158.77.176:1027     157.158.1.3:21          ESTABLISHED

udp     2680      0 0.0.0.0:68              0.0.0.0:*

Zadanie8

# polecenie: netstat -lp

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address           Foreign Address  State       PID/Program name

tcp        0      0 *:ssh                   *:*              LISTEN      639/sshd

tcp        0      0 localhost.localdom:smtp *:*              LISTEN      700/sendmail: accep

udp    24080      0 *:bootpc                *:*                                 785/dhcpcd

Active UNIX domain sockets (only servers)

Proto RefCnt Flags       Type       State         I-Node PID/Program name    Path

unix  2      [ ACC ]     STREAM     LISTENING     1139   719/gpm             /dev/gpmctl

#polecenie: which sshd

/usr/sbin/sshd

#polecenie: which sendmail

/usr/sbin/sendmail

#polecenie: which dhcpcd

/sbin/dhcpcd

Zadanie9

#polecenie: netstat -an

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address           Foreign Address         State

tcp        0      0 0.0.0.0:22              0.0.0.0:*               LISTEN

tcp        0      0 127.0.0.1:25            0.0.0.0:*               LISTEN

tcp        0      0 157.158.77.142:22       157.158.77.176:1024     ESTABLISHED

udp    15480      0 0.0.0.0:68              0.0.0.0:*

Zadanie10

# po nawiazaniu polaczen

# polecenie: netstat |grep tcp

tcp        0      0 lab522-1.zo.iinf.:32791 zeus.polsl.gliwice.:ftp ESTABLISHED

tcp        0      0 lab522-1.zo.iinf.:32790 zeus.polsl.gliwice.:ssh ESTABLISHED

tcp        0      0 lab522-1.zo.iinf.:32793 snake.ck.polsl.gliw:ftp ESTABLISHED

# po zerwaniu polaczen

# polecenie: netstat |grep tcp

tcp        0      0 lab522-1.zo.iinf.:32790 zeus.polsl.gliwice.:ssh TIME_WAIT

tcp        0      0 lab522-1.zo.iinf.:32793 snake.ck.polsl.gliw:ftp TIME_WAIT

Zadanie11

#Wynik dzialania skryptu porownujacego dziennik systemu z "wlasnym".

#Wynikiem jest lista uzytkownikow ktorych nie ma w dzienniku systemowym.

#Skrypt cronsc1 powinien byc uruchamiany przez cron'a.

#< lab

#< ktos

Listing skryptu cronsc1:

#!/bin/sh

#$1 sciezka katlogu z dziennikiem (naszym)

if [ $# -eq 1 ]

then

    if [ -d $1 ]

    then

        stary=`pwd`

        cd $1

        echo -n "#"  >> logs

        date -d "now" +"%Y%m%d %H:%M" >> logs

        who >> logs

        cd $stary

    else

        echo "Argument nie jest katalogiem"

    fi

else

    echo "Brak argumentow"

fi

#cat plik | awk '{ print $1; }'

Listing skryptu testlog:

#!/bin/sh

if [ $# -eq 1 ]

then

    if [ -f $1 ]

    then

        cat $1 | awk '{ print $1; }' | grep "#" -v | sort -u > temp1

        last | grep "system boot" -v | awk '{ print $1; }' | sort -u > temp2

        diff temp1 temp2 | grep ">"

        rm temp1 > /dev/null

        rm temp2 > /dev/null

    else

        echo "Bledny argument"

    fi

else

    echo "Brak argumentu"

fi

Zadanie12

#Sciagnelismy plik zrdodlowy z podanej sciezki, skompilowalismy do pliku remove

# polecenie ./remove root

-> 5

#wyczyszczono 5 ostatnich wpisow z plikow /var/log/wtmp i /var/log/utmp

Zadanie13

Wed Oct 16 16:38:55 2002; ******** IP traffic monitor started ********

Wed Oct 16 16:39:02 2002; TCP; eth0; 88 bytes; from 157.158.77.142:32808 to 157.158.1.3:22; first packet

Wed Oct 16 16:39:02 2002; TCP; eth0; 88 bytes; from 157.158.1.3:22 to 157.158.77.142:32808; first packet

Wed Oct 16 16:39:03 2002; TCP; eth0; 40 bytes; from 157.158.77.142:32808 to 157.158.1.3:22; FIN sent; 15 packets, 872 bytes

Wed Oct 16 16:39:03 2002; TCP; eth0; 40 bytes; from 157.158.1.3:22 to 157.158.77.142:32808; FIN acknowleged

Wed Oct 16 16:39:03 2002; TCP; eth0; 40 bytes; from 157.158.1.3:22 to 157.158.77.142:32808; FIN sent; 10 packets, 816 bytes

Wed Oct 16 16:39:03 2002; TCP; eth0; 40 bytes; from 157.158.77.142:32808 to 157.158.1.3:22; FIN acknowleged

Wed Oct 16 16:39:18 2002; TCP; eth0; 60 bytes; from 157.158.77.142:32809 to 157.158.1.3:22; first packet (SYN)

Wed Oct 16 16:39:18 2002; TCP; eth0; 44 bytes; from 157.158.1.3:22 to 157.158.77.142:32809; first packet (SYN)

Wed Oct 16 16:39:46 2002; TCP; eth0; 40 bytes; from 157.158.77.142:32809 to 157.158.1.3:22; FIN sent; 229 packets, 15626 bytes

Wed Oct 16 16:39:46 2002; TCP; eth0; 40 bytes; from 157.158.1.3:22 to 157.158.77.142:32809; FIN acknowleged

Wed Oct 16 16:39:46 2002; TCP; eth0; 40 bytes; from 157.158.1.3:22 to 157.158.77.142:32809; FIN sent; 160 packets, 19427 bytes

Wed Oct 16 16:39:46 2002; TCP; eth0; 40 bytes; from 157.158.77.142:32809 to 157.158.1.3:22; FIN acknowleged

Wed Oct 16 16:39:49 2002; ******** IP traffic monitor stopped ********

Porownanie ruchu z wykorzystaniem HTTP i SSH:

Zauwazyc mozna, ze podczas transmisji HTTP wystepuje wiecej pakietow o

wielkosci wiekszej niz 700B co wynika z charakteru danych transmitowanych.

Poniewaz podczas polaczenia z serwerem zeus przez SSH transmitowany byl

ekran powitalny, byl on jedynym duzym pakietem w czasie calego polaczenia.

Wiekszosc pakietow miescila sie w granicach do 200B. Wynika to rowniez ze

sposobu transmisji polecen przez SSH - po jednym znaku wpisywanym z klawiatury.

Gdyby transmisja prowadzona byla blokowo pakietow o wiekszych rozmiarach byloby

wiecej.

Ruch HTTP wywolalismy korzystajac z tekstowej przegladarki stron LYNX co nieco

znieksztalcilo wyniki doswiadczenia ze wzgledu na brak transmisji zamieszczonej

na stronach grafiki. W przypadku przegladarki graficznej wystapilyby jeszcze

wieksze dysproporcje miedzy iloscia pakietow malych i duzych w SSH i HTTP.
Zadanie14

# zrzut z tcpdump'a przy polaczeniu ftp na zeus.polsl.gliwice.pl

# uzytkownik i haslo widoczne w plain tekscie

# polecenie: tcpdump -s1500 -X -c1000 host 157.158.1.3

16:16:25.468116 lab522-1.zo.iinf.polsl.gliwice.pl.32809 > zeus.polsl.gliwice.pl.ftp: S 2783079019:2783079019(0) win 5840 <mss 1460,sackOK,time

stamp 409645 0,nop,wscale 0> (DF)

0x0000   4500 003c 2a46 4000 4006 86aa 9d9e 4d8c        E..<*F@.@.....M.

0x0010   9d9e 0103 8029 0015 a5e2 6a6b 0000 0000        .....)....jk....

0x0020   a002 16d0 d6ab 0000 0204 05b4 0402 080a        ................

0x0030   0006 402d 0000 0000 0103 0300                  ..@-........

16:16:25.469122 zeus.polsl.gliwice.pl.ftp > lab522-1.zo.iinf.polsl.gliwice.pl.32809: S 204864000:204864000(0) ack 2783079020 win 32768 <mss 14

60> (DF)

0x0000   4500 002c da20 4000 3e06 d8df 9d9e 0103        E..,..@.>.......

0x0010   9d9e 4d8c 0015 8029 0c35 fa00 a5e2 6a6c        ..M....).5....jl

0x0020   6012 8000 f786 0000 0204 05b4 0000             `.............

16:16:25.469217 lab522-1.zo.iinf.polsl.gliwice.pl.32809 > zeus.polsl.gliwice.pl.ftp: . ack 1 win 5840 (DF)

0x0000   4500 0028 2a47 4000 4006 86bd 9d9e 4d8c        E..(*G@.@.....M.

0x0010   9d9e 0103 8029 0015 a5e2 6a6c 0c35 fa01        .....)....jl.5..

0x0020   5010 16d0 7874 0000                            P...xt..

16:16:25.523251 zeus.polsl.gliwice.pl.ftp > lab522-1.zo.iinf.polsl.gliwice.pl.32809: P 1:78(77) ack 1 win 32768 (DF)

0x0000   4500 0075 da32 4000 3e06 d884 9d9e 0103        E..u.2@.>.......

0x0010   9d9e 4d8c 0015 8029 0c35 fa01 a5e2 6a6c        ..M....).5....jl

0x0020   5018 8000 4af9 0000 3232 3020 7a65 7573        P...J...220.zeus

0x0030   2046 5450 2073 6572 7665 7220 2856 6572        .FTP.server.(Ver

0x0040   7369 6f6e 2031 2e37 2e32 3132 2e35 2057        sion.1.7.212.5.W

0x0050   6564 204d 6179 2033 3020 3132 3a31 393a        ed.May.30.12:19:

0x0060   3432 2047 4d54 2032 3030 3129 2072 6561        42.GMT.2001).rea

0x0070   6479 2e0d 0a                                   dy...

16:16:25.523554 lab522-1.zo.iinf.polsl.gliwice.pl.32809 > zeus.polsl.gliwice.pl.ftp: . ack 78 win 5840 (DF) [tos 0x10]

0x0000   4510 0028 2a48 4000 4006 86ac 9d9e 4d8c        E..(*H@.@.....M.

0x0010   9d9e 0103 8029 0015 a5e2 6a6c 0c35 fa4e        .....)....jl.5.N

0x0020   5010 16d0 7827 0000                            P...x'..

16:16:33.980003 lab522-1.zo.iinf.polsl.gliwice.pl.32809 > zeus.polsl.gliwice.pl.ftp: P 1:24(23) ack 78 win 5840 (DF) [tos 0x10]

0x0000   4510 003f 2a49 4000 4006 8694 9d9e 4d8c        E..?*I@.@.....M.

0x0010   9d9e 0103 8029 0015 a5e2 6a6c 0c35 fa4e        .....)....jl.5.N

0x0020   5018 16d0 3dd3 0000 5553 4552 206e 617a        P...=...USER.naz

0x0030   7761 757a 7974 6b6f 776e 696b 610d 0a          wauzytkownika..

                                                             |

                                                login user'a |

16:16:34.060020 zeus.polsl.gliwice.pl.ftp > lab522-1.zo.iinf.polsl.gliwice.pl.32809: P 78:123(45) ack 24 win 32768 (DF)

0x0000   4500 0055 e2e2 4000 3e06 cff4 9d9e 0103        E..U..@.>.......

0x0010   9d9e 4d8c 0015 8029 0c35 fa4e a5e2 6a83        ..M....).5.N..j.

0x0020   5018 8000 97c9 0000 3333 3120 5061 7373        P.......331.Pass

0x0030   776f 7264 2072 6571 7569 7265 6420 666f        word.required.fo

0x0040   7220 6e61 7a77 6175 7a79 746b 6f77 6e69        r.nazwauzytkowni

0x0050   6b61 2e0d 0a                                   ka...

16:16:34.060249 lab522-1.zo.iinf.polsl.gliwice.pl.32809 > zeus.polsl.gliwice.pl.ftp: . ack 123 win 5840 (DF) [tos 0x10]

0x0000   4510 0028 2a4a 4000 4006 86aa 9d9e 4d8c        E..(*J@.@.....M.

0x0010   9d9e 0103 8029 0015 a5e2 6a83 0c35 fa7b        .....)....j..5.{

0x0020   5010 16d0 77e3 0000                            P...w...

16:16:38.492185 lab522-1.zo.iinf.polsl.gliwice.pl.32809 > zeus.polsl.gliwice.pl.ftp: P 24:47(23) ack 123 win 5840 (DF) [tos 0x10]

0x0000   4510 003f 2a4b 4000 4006 8692 9d9e 4d8c        E..?*K@.@.....M.

0x0010   9d9e 0103 8029 0015 a5e2 6a83 0c35 fa7b        .....)....j..5.{

0x0020   5018 16d0 3f9f 0000 5041 5353 2068 6173        P...?...PASS.has

0x0030   6c6f 757a 7974 6b6f 776e 696b 610d 0a          louzytkownika..

                                                             |

                                                haslo user'a |

# wycinek z tcpdump'a przy uzyciu telnetu na serwer

# merlin.ise.polsl.gliwice.pl

# polecenie: tcpdump -s1500 -X -c1000 host 157.158.44.194

16:22:10.652486 merlin.ise.polsl.gliwice.pl.telnet > lab522-1.zo.iinf.polsl.gliwice.pl.32813: P 806:813(7) ack 78 win 32120 <nop,nop,timestamp

 11706811 444157> [tos 0x10]

0x0000   4510 003b a8dc 0000 3d06 1f46 9d9e 2cc2        E..;....=..F..,.

0x0010   9d9e 4d8c 0017 802d 8a47 e3b0 bb4a ec38        ..M....-.G...J.8

0x0020   8018 7d78 e265 0000 0101 080a 00b2 a1bb        ..}x.e..........

0x0030   0006 c6fd 6c6f 6769 6e3a 20                    ....login:.

16:22:10.691090 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: . ack 813 win 6813 <nop,nop,timestamp 444168 117

06811> (DF) [tos 0x10]

0x0000   4510 0034 2d27 4000 4006 5802 9d9e 4d8c        E..4-'@.@.X...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec38 8a47 e3b7        ..,..-...J.8.G..

0x0020   8010 1a9d a751 0000 0101 080a 0006 c708        .....Q..........

0x0030   00b2 a1bb                                      ....

16:22:12.676524 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: P 78:79(1) ack 813 win 6813 <nop,nop,timestamp 4

44366 11706811> (DF) [tos 0x10]

0x0000   4510 0035 2d28 4000 4006 5800 9d9e 4d8c        E..5-(@.@.X...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec38 8a47 e3b7        ..,..-...J.8.G..

0x0020   8018 1a9d 3182 0000 0101 080a 0006 c7ce        ....1...........

0x0030   00b2 a1bb 75                                   ....u

16:22:12.680783 merlin.ise.polsl.gliwice.pl.telnet > lab522-1.zo.iinf.polsl.gliwice.pl.32813: P 813:814(1) ack 79 win 32120 <nop,nop,timestamp

 11707017 444366> [tos 0x10]

0x0000   4510 0035 a8ef 0000 3d06 1f39 9d9e 2cc2        E..5....=..9..,.

0x0010   9d9e 4d8c 0017 802d 8a47 e3b7 bb4a ec39        ..M....-.G...J.9

0x0020   8018 7d78 cdd7 0000 0101 080a 00b2 a289        ..}x............

0x0030   0006 c7ce 75                                   ....u

#                                                           |

#                       poszczegolne litery uzytkownika    -|

16:22:12.680828 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: . ack 814 win 6813 <nop,nop,timestamp 444366 117

07017> (DF) [tos 0x10]

0x0000   4510 0034 2d29 4000 4006 5800 9d9e 4d8c        E..4-)@.@.X...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec39 8a47 e3b8        ..,..-...J.9.G..

0x0020   8010 1a9d a5bb 0000 0101 080a 0006 c7ce        ................

0x0030   00b2 a289                                      ....

16:22:12.916887 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: P 79:80(1) ack 814 win 6813 <nop,nop,timestamp 4

44390 11707017> (DF) [tos 0x10]

0x0000   4510 0035 2d2a 4000 4006 57fe 9d9e 4d8c        E..5-*@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec39 8a47 e3b8        ..,..-...J.9.G..

0x0020   8018 1a9d 2b9a 0000 0101 080a 0006 c7e6        ....+...........

0x0030   00b2 a289 7a                                   ....z

#                                                           |

#                       poszczegolne litery uzytkownika    -|

16:22:12.919833 merlin.ise.polsl.gliwice.pl.telnet > lab522-1.zo.iinf.polsl.gliwice.pl.32813: P 814:815(1) ack 80 win 32120 <nop,nop,timestamp

 11707041 444390> [tos 0x10]

0x0000   4510 0035 a8f4 0000 3d06 1f34 9d9e 2cc2        E..5....=..4..,.

0x0010   9d9e 4d8c 0017 802d 8a47 e3b8 bb4a ec3a        ..M....-.G...J.:

0x0020   8018 7d78 c8a5 0000 0101 080a 00b2 a2a1        ..}x............

0x0030   0006 c7e6 7a                                   ....z

16:22:12.919879 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: . ack 815 win 6813 <nop,nop,timestamp 444390 117

07041> (DF) [tos 0x10]

0x0000   4510 0034 2d2b 4000 4006 57fe 9d9e 4d8c        E..4-+@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec3a 8a47 e3b9        ..,..-...J.:.G..

0x0020   8010 1a9d a589 0000 0101 080a 0006 c7e6        ................

0x0030   00b2 a2a1                                      ....

16:22:13.069371 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: P 80:81(1) ack 815 win 6813 <nop,nop,timestamp 4

44405 11707041> (DF) [tos 0x10]

0x0000   4510 0035 2d2c 4000 4006 57fc 9d9e 4d8c        E..5-,@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec3a 8a47 e3b9        ..,..-...J.:.G..

0x0020   8018 1a9d 2c71 0000 0101 080a 0006 c7f5        ....,q..........

0x0030   00b2 a2a1 79                                   ....y

16:22:13.074330 merlin.ise.polsl.gliwice.pl.telnet > lab522-1.zo.iinf.polsl.gliwice.pl.32813: P 815:816(1) ack 81 win 32120 <nop,nop,timestamp

 11707056 444405> [tos 0x10]

0x0000   4510 0035 a8f5 0000 3d06 1f33 9d9e 2cc2        E..5....=..3..,.

0x0010   9d9e 4d8c 0017 802d 8a47 e3b9 bb4a ec3b        ..M....-.G...J.;

0x0020   8018 7d78 c985 0000 0101 080a 00b2 a2b0        ..}x............

0x0030   0006 c7f5 79                                   ....y

#                                                           |

#                       poszczegolne litery uzytkownika    -|

16:22:13.074377 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: . ack 816 win 6813 <nop,nop,timestamp 444406 117

07056> (DF) [tos 0x10]

0x0000   4510 0034 2d2d 4000 4006 57fc 9d9e 4d8c        E..4--@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec3b 8a47 e3ba        ..,..-...J.;.G..

0x0020   8010 1a9d a568 0000 0101 080a 0006 c7f6        .....h..........

0x0030   00b2 a2b0                                      ....

16:22:13.280359 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: P 81:82(1) ack 816 win 6813 <nop,nop,timestamp 4

44426 11707056> (DF) [tos 0x10]

0x0000   4510 0035 2d2e 4000 4006 57fa 9d9e 4d8c        E..5-.@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec3b 8a47 e3ba        ..,..-...J.;.G..

0x0020   8018 1a9d 314b 0000 0101 080a 0006 c80a        ....1K..........

0x0030   00b2 a2b0 74                                   ....t

16:22:13.283088 merlin.ise.polsl.gliwice.pl.telnet > lab522-1.zo.iinf.polsl.gliwice.pl.32813: P 816:817(1) ack 82 win 32120 <nop,nop,timestamp

 11707077 444426> [tos 0x10]

0x0000   4510 0035 a8f8 0000 3d06 1f30 9d9e 2cc2        E..5....=..0..,.

0x0010   9d9e 4d8c 0017 802d 8a47 e3ba bb4a ec3c        ..M....-.G...J.<

0x0020   8018 7d78 ce59 0000 0101 080a 00b2 a2c5        ..}x.Y..........

0x0030   0006 c80a 74                                   ....t

#                                                           |

#                       poszczegolne litery uzytkownika    -|

16:22:13.283388 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: . ack 817 win 6813 <nop,nop,timestamp 444427 117

07077> (DF) [tos 0x10]

0x0000   4510 0034 2d2f 4000 4006 57fa 9d9e 4d8c        E..4-/@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec3c 8a47 e3bb        ..,..-...J.<.G..

0x0020   8010 1a9d a53c 0000 0101 080a 0006 c80b        .....<..........

0x0030   00b2 a2c5                                      ....

16:22:13.462179 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: P 82:83(1) ack 817 win 6813 <nop,nop,timestamp 4

44445 11707077> (DF) [tos 0x10]

0x0000   4510 0035 2d30 4000 4006 57f8 9d9e 4d8c        E..5-0@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec3c 8a47 e3bb        ..,..-...J.<.G..

0x0020   8018 1a9d 3a21 0000 0101 080a 0006 c81d        ....:!..........

0x0030   00b2 a2c5 6b                                   ....k

#                                                           |

#                       poszczegolne litery uzytkownika    -|

16:22:13.472489 merlin.ise.polsl.gliwice.pl.telnet > lab522-1.zo.iinf.polsl.gliwice.pl.32813: P 817:818(1) ack 83 win 32120 <nop,nop,timestamp

 11707096 444445> [tos 0x10]

0x0000   4510 0035 a8fb 0000 3d06 1f2d 9d9e 2cc2        E..5....=..-..,.

0x0010   9d9e 4d8c 0017 802d 8a47 e3bb bb4a ec3d        ..M....-.G...J.=

0x0020   8018 7d78 d731 0000 0101 080a 00b2 a2d8        ..}x.1..........

0x0030   0006 c81d 6b                                   ....k

16:22:13.472718 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: . ack 818 win 6813 <nop,nop,timestamp 444446 117

07096> (DF) [tos 0x10]

0x0000   4510 0034 2d31 4000 4006 57f8 9d9e 4d8c        E..4-1@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec3d 8a47 e3bc        ..,..-...J.=.G..

0x0020   8010 1a9d a514 0000 0101 080a 0006 c81e        ................

0x0030   00b2 a2d8                                      ....

16:22:13.614615 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: P 83:84(1) ack 818 win 6813 <nop,nop,timestamp 4

44460 11707096> (DF) [tos 0x10]

0x0000   4510 0035 2d32 4000 4006 57f6 9d9e 4d8c        E..5-2@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec3d 8a47 e3bc        ..,..-...J.=.G..

0x0020   8018 1a9d 35fd 0000 0101 080a 0006 c82c        ....5..........,

0x0030   00b2 a2d8 6f                                   ....o

#                                                           |

#                       poszczegolne litery uzytkownika    -|

16:22:13.621126 merlin.ise.polsl.gliwice.pl.telnet > lab522-1.zo.iinf.polsl.gliwice.pl.32813: P 818:819(1) ack 84 win 32120 <nop,nop,timestamp

 11707111 444460> [tos 0x10]

0x0000   4510 0035 a8fd 0000 3d06 1f2b 9d9e 2cc2        E..5....=..+..,.

0x0010   9d9e 4d8c 0017 802d 8a47 e3bc bb4a ec3e        ..M....-.G...J.>

0x0020   8018 7d78 d311 0000 0101 080a 00b2 a2e7        ..}x............

0x0030   0006 c82c 6f                                   ...,o

16:22:13.621339 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: . ack 819 win 6813 <nop,nop,timestamp 444461 117

07111> (DF) [tos 0x10]

0x0000   4510 0034 2d33 4000 4006 57f6 9d9e 4d8c        E..4-3@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec3e 8a47 e3bd        ..,..-...J.>.G..

0x0020   8010 1a9d a4f4 0000 0101 080a 0006 c82d        ...............-

0x0030   00b2 a2e7                                      ....

16:22:13.708585 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: P 84:85(1) ack 819 win 6813 <nop,nop,timestamp 4

44469 11707111> (DF) [tos 0x10]

0x0000   4510 0035 2d34 4000 4006 57f4 9d9e 4d8c        E..5-4@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec3e 8a47 e3bd        ..,..-...J.>.G..

0x0020   8018 1a9d 2de3 0000 0101 080a 0006 c835        ....-..........5

0x0030   00b2 a2e7 77                                   ....w

#                                                           |

#                       poszczegolne litery uzytkownika    -|

16:22:13.712823 merlin.ise.polsl.gliwice.pl.telnet > lab522-1.zo.iinf.polsl.gliwice.pl.32813: P 819:820(1) ack 85 win 32120 <nop,nop,timestamp

 11707120 444469> [tos 0x10]

0x0000   4510 0035 a8fe 0000 3d06 1f2a 9d9e 2cc2        E..5....=..*..,.

0x0010   9d9e 4d8c 0017 802d 8a47 e3bd bb4a ec3f        ..M....-.G...J.?

0x0020   8018 7d78 cafd 0000 0101 080a 00b2 a2f0        ..}x............

0x0030   0006 c835 77                                   ...5w

16:22:13.713035 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: . ack 820 win 6813 <nop,nop,timestamp 444470 117

07120> (DF) [tos 0x10]

0x0000   4510 0034 2d35 4000 4006 57f4 9d9e 4d8c        E..4-5@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec3f 8a47 e3be        ..,..-...J.?.G..

0x0020   8010 1a9d a4e0 0000 0101 080a 0006 c836        ...............6

0x0030   00b2 a2f0                                      ....

16:22:13.861113 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: P 85:86(1) ack 820 win 6813 <nop,nop,timestamp 4

44485 11707120> (DF) [tos 0x10]

0x0000   4510 0035 2d36 4000 4006 57f2 9d9e 4d8c        E..5-6@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec3f 8a47 e3be        ..,..-...J.?.G..

0x0020   8018 1a9d 36c8 0000 0101 080a 0006 c845        ....6..........E

0x0030   00b2 a2f0 6e                                   ....n

#                                                           |

#                       poszczegolne litery uzytkownika    -|

16:22:13.863827 merlin.ise.polsl.gliwice.pl.telnet > lab522-1.zo.iinf.polsl.gliwice.pl.32813: P 820:821(1) ack 86 win 32120 <nop,nop,timestamp

 11707135 444485> [tos 0x10]

0x0000   4510 0035 a901 0000 3d06 1f27 9d9e 2cc2        E..5....=..'..,.

0x0010   9d9e 4d8c 0017 802d 8a47 e3be bb4a ec40        ..M....-.G...J.@

0x0020   8018 7d78 d3dc 0000 0101 080a 00b2 a2ff        ..}x............

0x0030   0006 c845 6e                                   ...En

16:22:13.864036 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: . ack 821 win 6813 <nop,nop,timestamp 444485 117

07135> (DF) [tos 0x10]

0x0000   4510 0034 2d37 4000 4006 57f2 9d9e 4d8c        E..4-7@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec40 8a47 e3bf        ..,..-...J.@.G..

0x0020   8010 1a9d a4c0 0000 0101 080a 0006 c845        ...............E

0x0030   00b2 a2ff                                      ....

16:22:14.042828 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: P 86:87(1) ack 821 win 6813 <nop,nop,timestamp 4

44503 11707135> (DF) [tos 0x10]

0x0000   4510 0035 2d38 4000 4006 57f0 9d9e 4d8c        E..5-8@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec40 8a47 e3bf        ..,..-...J.@.G..

0x0020   8018 1a9d 3ba5 0000 0101 080a 0006 c857        ....;..........W

0x0030   00b2 a2ff 69                                   ....i

#                                                           |

#                       poszczegolne litery uzytkownika    -|

16:22:14.045810 merlin.ise.polsl.gliwice.pl.telnet > lab522-1.zo.iinf.polsl.gliwice.pl.32813: P 821:822(1) ack 87 win 32120 <nop,nop,timestamp

 11707153 444503> [tos 0x10]

0x0000   4510 0035 a904 0000 3d06 1f24 9d9e 2cc2        E..5....=..$..,.

0x0010   9d9e 4d8c 0017 802d 8a47 e3bf bb4a ec41        ..M....-.G...J.A

0x0020   8018 7d78 d8b6 0000 0101 080a 00b2 a311        ..}x............

0x0030   0006 c857 69                                   ...Wi

16:22:14.046018 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: . ack 822 win 6813 <nop,nop,timestamp 444503 117

07153> (DF) [tos 0x10]

0x0000   4510 0034 2d39 4000 4006 57f0 9d9e 4d8c        E..4-9@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec41 8a47 e3c0        ..,..-...J.A.G..

0x0020   8010 1a9d a49a 0000 0101 080a 0006 c857        ...............W

0x0030   00b2 a311                                      ....

16:22:14.224563 lab522-1.zo.iinf.polsl.gliwice.pl.32813 > merlin.ise.polsl.gliwice.pl.telnet: P 87:88(1) ack 822 win 6813 <nop,nop,timestamp 4

44521 11707153> (DF) [tos 0x10]

0x0000   4510 0035 2d3a 4000 4006 57ee 9d9e 4d8c        E..5-:@.@.W...M.

0x0010   9d9e 2cc2 802d 0017 bb4a ec41 8a47 e3c0        ..,..-...J.A.G..

0x0020   8018 1a9d 397f 0000 0101 080a 0006 c869        ....9..........i

0x0030   00b2 a311 6b                                   ....k

#                                                           |

#                       poszczegolne litery uzytkownika    -|

Zadanie15

# tcpdump -i eth0 tcp[13]==41 -n

# skanowanie z 157.158.77.142 : nmap -sX 157.158.77.176

16:19:38.300987 157.158.77.142.59157 > 157.158.77.176.132: FP 0:0(0) win 2048 urg 0

16:19:38.301075 157.158.77.142.59157 > 157.158.77.176.448: FP 0:0(0) win 2048 urg 0

16:19:38.301164 157.158.77.142.59157 > 157.158.77.176.61441: FP 0:0(0) win 2048 urg 0

16:19:38.301252 157.158.77.142.59157 > 157.158.77.176.265: FP 0:0(0) win 2048 urg 0

16:19:38.301340 157.158.77.142.59157 > 157.158.77.176.285: FP 0:0(0) win 2048 urg 0

16:19:38.301431 157.158.77.142.59157 > 157.158.77.176.477: FP 0:0(0) win 2048 urg 0

16:19:38.301520 157.158.77.142.59157 > 157.158.77.176.6144: FP 0:0(0) win 2048 urg 0

16:19:38.301609 157.158.77.142.59157 > 157.158.77.176.581: FP 0:0(0) win 2048 urg 0

16:19:38.301698 157.158.77.142.59157 > 157.158.77.176.693: FP 0:0(0) win 2048 urg 0

16:19:38.609780 157.158.77.142.59157 > 157.158.77.176.1392: FP 0:0(0) win 2048 urg 0

16:19:38.609873 157.158.77.142.59158 > 157.158.77.176.1392: FP 0:0(0) win 2048 urg 0

16:19:38.609961 157.158.77.142.59157 > 157.158.77.176.561: FP 0:0(0) win 2048 urg 0

16:19:38.610048 157.158.77.142.59157 > 157.158.77.176.295: FP 0:0(0) win 2048 urg 0

16:19:38.610136 157.158.77.142.59157 > 157.158.77.176.gii: FP 0:0(0) win 2048 urg 0

16:19:38.610224 157.158.77.142.59157 > 157.158.77.176.2011: FP 0:0(0) win 2048 urg 0

16:19:38.610312 157.158.77.142.59157 > 157.158.77.176.3986: FP 0:0(0) win 2048 urg 0

16:19:38.610400 157.158.77.142.59157 > 157.158.77.176.1000: FP 0:0(0) win 2048 urg 0

16:19:38.610488 157.158.77.142.59157 > 157.158.77.176.1500: FP 0:0(0) win 2048 urg 0

16:19:38.610585 157.158.77.142.59157 > 157.158.77.176.1364: FP 0:0(0) win 2048 urg 0

16:19:38.610677 157.158.77.142.59157 > 157.158.77.176.2005: FP 0:0(0) win 2048 urg 0

16:19:38.610765 157.158.77.142.59157 > 157.158.77.176.41: FP 0:0(0) win 2048 urg 0

16:19:38.610854 157.158.77.142.59157 > 157.158.77.176.afpovertcp: FP 0:0(0) win 2048 urg 0

16:19:38.610943 157.158.77.142.59157 > 157.158.77.176.124: FP 0:0(0) win 2048 urg 0

16:19:38.613519 157.158.77.142.59157 > 157.158.77.176.738: FP 0:0(0) win 2048 urg 0

16:19:38.613610 157.158.77.142.59157 > 157.158.77.176.nntp: FP 0:0(0) win 2048 urg 0

16:19:38.613701 157.158.77.142.59157 > 157.158.77.176.1664: FP 0:0(0) win 2048 urg 0

16:19:38.613790 157.158.77.142.59157 > 157.158.77.176.1467: FP 0:0(0) win 2048 urg 0

16:19:38.613880 157.158.77.142.59157 > 157.158.77.176.877: FP 0:0(0) win 2048 urg 0

16:19:38.613970 157.158.77.142.59157 > 157.158.77.176.chargen: FP 0:0(0) win 2048 urg 0

16:19:38.614061 157.158.77.142.59157 > 157.158.77.176.840: FP 0:0(0) win 2048 urg 0

16:19:38.614151 157.158.77.142.59157 > 157.158.77.176.52: FP 0:0(0) win 2048 urg 0

16:19:38.614264 157.158.77.142.59157 > 157.158.77.176.185: FP 0:0(0) win 2048 urg 0

16:19:38.663196 157.158.77.142.59157 > 157.158.77.176.6106: FP 0:0(0) win 2048 urg 0

16:19:38.663288 157.158.77.142.59157 > 157.158.77.176.927: FP 0:0(0) win 2048 urg 0

16:19:38.663376 157.158.77.142.59157 > 157.158.77.176.5145: FP 0:0(0) win 2048 urg 0

16:19:38.663464 157.158.77.142.59157 > 157.158.77.176.1006: FP 0:0(0) win 2048 urg 0

16:19:38.665536 157.158.77.142.59157 > 157.158.77.176.454: FP 0:0(0) win 2048 urg 0

16:19:38.665625 157.158.77.142.59157 > 157.158.77.176.2047: FP 0:0(0) win 2048 urg 0

16:19:38.665713 157.158.77.142.59157 > 157.158.77.176.938: FP 0:0(0) win 2048 urg 0

16:19:38.665802 157.158.77.142.59157 > 157.158.77.176.wnn6-ds: FP 0:0(0) win 2048 urg 0

16:19:38.665945 157.158.77.142.59157 > 157.158.77.176.770: FP 0:0(0) win 2048 urg 0

16:19:38.666032 157.158.77.142.59157 > 157.158.77.176.1084: FP 0:0(0) win 2048 urg 0

16:19:38.666119 157.158.77.142.59157 > 157.158.77.176.rwhois: FP 0:0(0) win 2048 urg 0

16:19:38.666208 157.158.77.142.59157 > 157.158.77.176.1015: FP 0:0(0) win 2048 urg 0

16:19:38.666297 157.158.77.142.59157 > 157.158.77.176.1522: FP 0:0(0) win 2048 urg 0

16:19:38.666386 157.158.77.142.59157 > 157.158.77.176.1234: FP 0:0(0) win 2048 urg 0

16:19:38.666475 157.158.77.142.59157 > 157.158.77.176.5530: FP 0:0(0) win 2048 urg 0

16:19:38.666568 157.158.77.142.59157 > 157.158.77.176.12346: FP 0:0(0) win 2048 urg 0

16:19:38.666656 157.158.77.142.59157 > 157.158.77.176.rsvp_tunnel: FP 0:0(0) win 2048 urg 0

16:19:38.932478 157.158.77.142.59157 > 157.158.77.176.2046: FP 0:0(0) win 2048 urg 0

16:19:38.932574 157.158.77.142.59157 > 157.158.77.176.299: FP 0:0(0) win 2048 urg 0

16:19:38.932663 157.158.77.142.59157 > 157.158.77.176.5717: FP 0:0(0) win 2048 urg 0

16:19:38.932752 157.158.77.142.59157 > 157.158.77.176.6008: FP 0:0(0) win 2048 urg 0

16:19:38.933869 157.158.77.142.59157 > 157.158.77.176.1473: FP 0:0(0) win 2048 urg 0

16:19:38.933965 157.158.77.142.59157 > 157.158.77.176.6112: FP 0:0(0) win 2048 urg 0

16:19:38.934052 157.158.77.142.59157 > 157.158.77.176.717: FP 0:0(0) win 2048 urg 0

16:19:38.934140 157.158.77.142.59157 > 157.158.77.176.599: FP 0:0(0) win 2048 urg 0

16:19:38.934248 157.158.77.142.59157 > 157.158.77.176.786: FP 0:0(0) win 2048 urg 0

16:19:38.934339 157.158.77.142.59157 > 157.158.77.176.1417: FP 0:0(0) win 2048 urg 0

16:19:38.934428 157.158.77.142.59157 > 157.158.77.176.939: FP 0:0(0) win 2048 urg 0

16:19:38.934517 157.158.77.142.59157 > 157.158.77.176.578: FP 0:0(0) win 2048 urg 0

16:19:38.934605 157.158.77.142.59157 > 157.158.77.176.5301: FP 0:0(0) win 2048 urg 0

16:19:38.934745 157.158.77.142.59157 > 157.158.77.176.nntps: FP 0:0(0) win 2048 urg 0

16:19:38.934835 157.158.77.142.59157 > 157.158.77.176.753: FP 0:0(0) win 2048 urg 0

16:19:38.934927 157.158.77.142.59157 > 157.158.77.176.1667: FP 0:0(0) win 2048 urg 0

16:19:38.935015 157.158.77.142.59157 > 157.158.77.176.818: FP 0:0(0) win 2048 urg 0

16:19:38.935105 157.158.77.142.59157 > 157.158.77.176.152: FP 0:0(0) win 2048 urg 0

16:19:38.935193 157.158.77.142.59157 > 157.158.77.176.914: FP 0:0(0) win 2048 urg 0

16:19:38.935282 157.158.77.142.59157 > 157.158.77.176.1480: FP 0:0(0) win 2048 urg 0

16:19:38.935371 157.158.77.142.59157 > 157.158.77.176.401: FP 0:0(0) win 2048 urg 0

16:19:38.935459 157.158.77.142.59157 > 157.158.77.176.7200: FP 0:0(0) win 2048 urg 0

16:19:39.239731 157.158.77.142.59157 > 157.158.77.176.116: FP 0:0(0) win 2048 urg 0

16:19:39.239823 157.158.77.142.59157 > 157.158.77.176.934: FP 0:0(0) win 2048 urg 0

16:19:39.239912 157.158.77.142.59158 > 157.158.77.176.116: FP 0:0(0) win 2048 urg 0

16:19:39.239999 157.158.77.142.59158 > 157.158.77.176.934: FP 0:0(0) win 2048 urg 0

16:19:39.240085 157.158.77.142.59157 > 157.158.77.176.266: FP 0:0(0) win 2048 urg 0

16:19:39.240172 157.158.77.142.59157 > 157.158.77.176.1428: FP 0:0(0) win 2048 urg 0

16:19:39.240263 157.158.77.142.59157 > 157.158.77.176.support: FP 0:0(0) win 2048 urg 0

16:19:39.240352 157.158.77.142.59157 > 157.158.77.176.608: FP 0:0(0) win 2048 urg 0

16:19:39.240440 157.158.77.142.59157 > 157.158.77.176.1548: FP 0:0(0) win 2048 urg 0

16:19:39.240608 157.158.77.142.59157 > 157.158.77.176.393: FP 0:0(0) win 2048 urg 0

16:19:39.240697 157.158.77.142.59157 > 157.158.77.176.657: FP 0:0(0) win 2048 urg 0

16:19:39.240786 157.158.77.142.59157 > 157.158.77.176.5978: FP 0:0(0) win 2048 urg 0

16:19:39.240875 157.158.77.142.59157 > 157.158.77.176.315: FP 0:0(0) win 2048 urg 0

16:19:39.240964 157.158.77.142.59157 > 157.158.77.176.930: FP 0:0(0) win 2048 urg 0

16:19:39.241052 157.158.77.142.59157 > 157.158.77.176.nameserver: FP 0:0(0) win 2048 urg 0

16:19:39.241141 157.158.77.142.59157 > 157.158.77.176.socks: FP 0:0(0) win 2048 urg 0

16:19:39.241234 157.158.77.142.59157 > 157.158.77.176.707: FP 0:0(0) win 2048 urg 0

16:19:39.241322 157.158.77.142.59157 > 157.158.77.176.625: FP 0:0(0) win 2048 urg 0

16:19:39.544305 157.158.77.142.59157 > 157.158.77.176.397: FP 0:0(0) win 2048 urg 0

16:19:39.544399 157.158.77.142.59157 > 157.158.77.176.2044: FP 0:0(0) win 2048 urg 0

16:19:39.544488 157.158.77.142.59157 > 157.158.77.176.839: FP 0:0(0) win 2048 urg 0

16:19:39.544580 157.158.77.142.59157 > 157.158.77.176.969: FP 0:0(0) win 2048 urg 0

16:19:39.544668 157.158.77.142.59157 > 157.158.77.176.remotefs: FP 0:0(0) win 2048 urg 0

16:19:39.544756 157.158.77.142.59157 > 157.158.77.176.1479: FP 0:0(0) win 2048 urg 0

16:19:39.544845 157.158.77.142.59157 > 157.158.77.176.847: FP 0:0(0) win 2048 urg 0

16:19:39.544934 157.158.77.142.59157 > 157.158.77.176.940: FP 0:0(0) win 2048 urg 0

16:19:39.547615 157.158.77.142.59157 > 157.158.77.176.61: FP 0:0(0) win 2048 urg 0

16:19:39.547706 157.158.77.142.59157 > 157.158.77.176.isakmp: FP 0:0(0) win 2048 urg 0

16:19:39.547795 157.158.77.142.59157 > 157.158.77.176.1394: FP 0:0(0) win 2048 urg 0

16:19:39.547882 157.158.77.142.59157 > 157.158.77.176.304: FP 0:0(0) win 2048 urg 0

16:19:39.547970 157.158.77.142.59157 > 157.158.77.176.817: FP 0:0(0) win 2048 urg 0

16:19:39.548058 157.158.77.142.59157 > 157.158.77.176.332: FP 0:0(0) win 2048 urg 0

16:19:39.548145 157.158.77.142.59157 > 157.158.77.176.682: FP 0:0(0) win 2048 urg 0

16:19:39.548233 157.158.77.142.59157 > 157.158.77.176.602: FP 0:0(0) win 2048 urg 0

16:19:39.548320 157.158.77.142.59157 > 157.158.77.176.1661: FP 0:0(0) win 2048 urg 0

16:19:39.548490 157.158.77.142.59157 > 157.158.77.176.1018: FP 0:0(0) win 2048 urg 0

16:19:39.548583 157.158.77.142.59157 > 157.158.77.176.200: FP 0:0(0) win 2048 urg 0

16:19:39.548671 157.158.77.142.59157 > 157.158.77.176.425: FP 0:0(0) win 2048 urg 0

16:19:39.548758 157.158.77.142.59157 > 157.158.77.176.623: FP 0:0(0) win 2048 urg 0

16:19:39.548847 157.158.77.142.59157 > 157.158.77.176.5716: FP 0:0(0) win 2048 urg 0

16:19:39.548935 157.158.77.142.59157 > 157.158.77.176.758: FP 0:0(0) win 2048 urg 0

16:19:39.549024 157.158.77.142.59157 > 157.158.77.176.533: FP 0:0(0) win 2048 urg 0

16:19:39.549113 157.158.77.142.59157 > 157.158.77.176.afs3-volser: FP 0:0(0) win 2048 urg 0

16:19:39.549202 157.158.77.142.59157 > 157.158.77.176.1468: FP 0:0(0) win 2048 urg 0

16:19:39.552265 157.158.77.142.59157 > 157.158.77.176.942: FP 0:0(0) win 2048 urg 0

16:19:39.552356 157.158.77.142.59157 > 157.158.77.176.354: FP 0:0(0) win 2048 urg 0

16:19:39.552444 157.158.77.142.59157 > 157.158.77.176.633: FP 0:0(0) win 2048 urg 0

16:19:39.552536 157.158.77.142.59157 > 157.158.77.176.1386: FP 0:0(0) win 2048 urg 0

16:19:39.552626 157.158.77.142.59157 > 157.158.77.176.148: FP 0:0(0) win 2048 urg 0

16:19:39.552716 157.158.77.142.59157 > 157.158.77.176.1431: FP 0:0(0) win 2048 urg 0

16:19:39.552806 157.158.77.142.59157 > 157.158.77.176.635: FP 0:0(0) win 2048 urg 0

16:19:39.552897 157.158.77.142.59157 > 157.158.77.176.47: FP 0:0(0) win 2048 urg 0

16:19:39.552988 157.158.77.142.59157 > 157.158.77.176.619: FP 0:0(0) win 2048 urg 0

16:19:39.553140 157.158.77.142.59157 > 157.158.77.176.413: FP 0:0(0) win 2048 urg 0

16:19:39.553231 157.158.77.142.59157 > 157.158.77.176.1475: FP 0:0(0) win 2048 urg 0

16:19:39.553321 157.158.77.142.59157 > 157.158.77.176.3049: FP 0:0(0) win 2048 urg 0

16:19:39.553410 157.158.77.142.59157 > 157.158.77.176.681: FP 0:0(0) win 2048 urg 0

16:19:39.553501 157.158.77.142.59157 > 157.158.77.176.793: FP 0:0(0) win 2048 urg 0

16:19:39.553593 157.158.77.142.59157 > 157.158.77.176.967: FP 0:0(0) win 2048 urg 0

16:19:39.553682 157.158.77.142.59157 > 157.158.77.176.301: FP 0:0(0) win 2048 urg 0

16:19:39.553772 157.158.77.142.59157 > 157.158.77.176.848: FP 0:0(0) win 2048 urg 0

16:19:39.553863 157.158.77.142.59157 > 157.158.77.176.408: FP 0:0(0) win 2048 urg 0

16:19:39.683573 157.158.77.142.59157 > 157.158.77.176.1478: FP 0:0(0) win 2048 urg 0

16:19:39.683666 157.158.77.142.59157 > 157.158.77.176.6009: FP 0:0(0) win 2048 urg 0

16:19:39.683753 157.158.77.142.59157 > 157.158.77.176.291: FP 0:0(0) win 2048 urg 0

16:19:39.684726 157.158.77.142.59157 > 157.158.77.176.271: FP 0:0(0) win 2048 urg 0

16:19:39.684817 157.158.77.142.59157 > 157.158.77.176.1020: FP 0:0(0) win 2048 urg 0

16:19:39.684904 157.158.77.142.59157 > 157.158.77.176.135: FP 0:0(0) win 2048 urg 0

16:19:39.684993 157.158.77.142.59157 > 157.158.77.176.1416: FP 0:0(0) win 2048 urg 0

16:19:39.685081 157.158.77.142.59157 > 157.158.77.176.1357: FP 0:0(0) win 2048 urg 0

16:19:39.685169 157.158.77.142.59157 > 157.158.77.176.458: FP 0:0(0) win 2048 urg 0

16:19:39.685262 157.158.77.142.59157 > 157.158.77.176.2034: FP 0:0(0) win 2048 urg 0

16:19:39.685350 157.158.77.142.59157 > 157.158.77.176.251: FP 0:0(0) win 2048 urg 0

16:19:39.685439 157.158.77.142.59157 > 157.158.77.176.1477: FP 0:0(0) win 2048 urg 0

16:19:39.685602 157.158.77.142.59157 > 157.158.77.176.1401: FP 0:0(0) win 2048 urg 0

16:19:39.685692 157.158.77.142.59157 > 157.158.77.176.2: FP 0:0(0) win 2048 urg 0

16:19:39.685781 157.158.77.142.59157 > 157.158.77.176.594: FP 0:0(0) win 2048 urg 0

16:19:39.685869 157.158.77.142.59157 > 157.158.77.176.2638: FP 0:0(0) win 2048 urg 0

16:19:39.685958 157.158.77.142.59157 > 157.158.77.176.auth: FP 0:0(0) win 2048 urg 0

16:19:39.686048 157.158.77.142.59157 > 157.158.77.176.2022: FP 0:0(0) win 2048 urg 0

16:19:39.686137 157.158.77.142.59157 > 157.158.77.176.1155: FP 0:0(0) win 2048 urg 0

16:19:39.686228 157.158.77.142.59157 > 157.158.77.176.579: FP 0:0(0) win 2048 urg 0

Zadanie16

# Wykrycie pakietow ICMP o TTL<3

# polecenie: tcpdump -v -n icmp

16:51:33.671113 157.158.77.141 > 157.158.77.140: icmp: echo request (DF) (ttl 2, id 0, len 84)

                                                    podejrzanie maly TTL ->---|

16:51:33.671150 157.158.77.140 > 157.158.77.141: icmp: echo reply (ttl 255, id 62646, len 84)

16:51:34.670105 157.158.77.141 > 157.158.77.140: icmp: echo request (DF) (ttl 2, id 0, len 84)

                                                    podejrzanie maly TTL ->---|

16:51:34.670145 157.158.77.140 > 157.158.77.141: icmp: echo reply (ttl 255, id 62647, len 84)

16:51:35.669121 157.158.77.141 > 157.158.77.140: icmp: echo request (DF) (ttl 2, id 0, len 84)

                                                    podejrzanie maly TTL ->---|

16:51:35.669179 157.158.77.140 > 157.158.77.141: icmp: echo reply (ttl 255, id 62648, len 84)

16:51:36.668119 157.158.77.141 > 157.158.77.140: icmp: echo request (DF) (ttl 2, id 0, len 84)

                                                    podejrzanie maly TTL ->---|

16:51:36.668157 157.158.77.140 > 157.158.77.141: icmp: echo reply (ttl 255, id 62649, len 84)

Zadanie17

16:51:24.348479 lab522-3.zo.iinf.polsl.gliwice.pl.32814 > zeus.polsl.gliwice.pl.ssh: S 706424411:706424411(0) win 5840 <mss 1460,sackOK,timestamp 565733 0,nop,wscale 0> (DF)

16:51:24.349446 zeus.polsl.gliwice.pl.ssh > lab522-3.zo.iinf.polsl.gliwice.pl.32814: S 1244928000:1244928000(0) ack 706424412 win 32768 <mss 1460> (DF)

16:51:24.349542 lab522-3.zo.iinf.polsl.gliwice.pl.32814 > zeus.polsl.gliwice.pl.ssh: . ack 1 win 5840 (DF)

16:51:24.408884 zeus.polsl.gliwice.pl.ssh > lab522-3.zo.iinf.polsl.gliwice.pl.32814: P 1:24(23) ack 1 win 32768 (DF)

16:51:24.408970 lab522-3.zo.iinf.polsl.gliwice.pl.32814 > zeus.polsl.gliwice.pl.ssh: . ack 24 win 5840 (DF)

...

16:51:29.703589 lab522-3.zo.iinf.polsl.gliwice.pl.32814 > zeus.polsl.gliwice.pl.ssh: P 1455:1599(144) ack 2096 win 8832 (DF)

16:51:29.706355 zeus.polsl.gliwice.pl.ssh > lab522-3.zo.iinf.polsl.gliwice.pl.32814: P 2096:2176(80) ack 1599 win 32768 (DF)

16:51:29.706404 lab522-3.zo.iinf.polsl.gliwice.pl.32814 > zeus.polsl.gliwice.pl.ssh: . ack 2176 win 8832 (DF)

16:51:29.706807 lab522-3.zo.iinf.polsl.gliwice.pl.32814 > zeus.polsl.gliwice.pl.ssh: F 1599:1599(0) ack 2176 win 8832 (DF)

16:51:29.707755 zeus.polsl.gliwice.pl.ssh > lab522-3.zo.iinf.polsl.gliwice.pl.32814: . ack 1600 win 32768 (DF)

16:51:29.708221 zeus.polsl.gliwice.pl.ssh > lab522-3.zo.iinf.polsl.gliwice.pl.32814: F 2176:2176(0) ack 1600 win 32768 (DF)

16:51:29.708281 lab522-3.zo.iinf.polsl.gliwice.pl.32814 > zeus.polsl.gliwice.pl.ssh: . ack 2177 win 8832 (DF)
Zadanie18

# polecenie: tcpdump -w plik

# polecenie: tethereal -r plik -R "dns.query || dns.response" > 18.txt

216  11.775710 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 141.77.158.157.in-addr.arpa

217  11.776823 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response[Short Frame]

218  11.777914 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 140.77.158.157.in-addr.arpa

219  11.778828 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response[Short Frame]

220  11.781177 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 1.77.158.157.in-addr.arpa

221  11.782057 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response[Short Frame]

222  11.782712 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 143.77.158.157.in-addr.arpa

223  11.783586 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response[Short Frame]

224  11.792166 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 2.55.158.157.in-addr.arpa

225  11.793277 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response[Short Frame]

226  11.795663 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 4.1.158.157.in-addr.arpa

227  11.796169 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response, Server failure

228  11.796403 lab522-4.zo.iinf.polsl.gliwice.pl -> homer.iinf.polsl.gliwice.pl DNS Standard query PTR 4.1.158.157.in-addr.arpa

230  11.823057 lab522-4.zo.iinf.polsl.gliwice.pl -> hades.polsl.gliwice.pl DNS Standard query PTR 4.1.158.157.in-addr.arpa

231  11.823948 hades.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response PTR[Short Frame]

232  11.829382 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 3.1.158.157.in-addr.arpa

233  11.829899 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response, Server failure

234  11.830131 lab522-4.zo.iinf.polsl.gliwice.pl -> homer.iinf.polsl.gliwice.pl DNS Standard query PTR 3.1.158.157.in-addr.arpa

236  11.832535 lab522-4.zo.iinf.polsl.gliwice.pl -> hades.polsl.gliwice.pl DNS Standard query PTR 3.1.158.157.in-addr.arpa

237  11.833413 hades.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response PTR[Short Frame]

238  11.847943 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 191.77.158.157.in-addr.arpa

239  11.848960 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response, No such name[Short Frame]

240  11.849718 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 153.77.158.157.in-addr.arpa

241  11.850909 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response[Short Frame]

242  11.858277 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 129.77.158.157.in-addr.arpa

243  11.859160 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response[Short Frame]

244  11.859814 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 152.77.158.157.in-addr.arpa

245  11.860693 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response[Short Frame]

246  11.863760 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 142.77.158.157.in-addr.arpa

247  11.864717 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response[Short Frame]

248  11.865308 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 206.130.180.213.in-addr.arpa

249  11.866483 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response[Short Frame]

250  11.883766 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 176.77.158.157.in-addr.arpa

251  11.884682 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response[Short Frame]

252  11.885327 lab522-4.zo.iinf.polsl.gliwice.pl -> moon.iinf.polsl.gliwice.pl DNS Standard query PTR 181.77.158.157.in-addr.arpa

253  11.886095 moon.iinf.polsl.gliwice.pl -> lab522-4.zo.iinf.polsl.gliwice.pl DNS Standard query response, No such name[Short Frame]

Zadanie19

Frame 1 (74 on wire, 74 captured)

    Arrival Time: Oct 16, 2002 16:59:27.349305000

    Time delta from previous packet: 0.000000000 seconds

    Time relative to first packet: 0.000000000 seconds

    Frame Number: 1

    Packet Length: 74 bytes

    Capture Length: 74 bytes

Ethernet II

    Destination: 00:01:02:dc:8a:d4 (BBN_dc:8a:d4)

    Source: 00:50:da:47:f8:45 (3COM_47:f8:45)

    Type: IP (0x0800)

Internet Protocol, Src Addr: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142), Dst Addr: zeus.polsl.gliwice.pl (157.158.1.3)

    Version: 4

    Header length: 20 bytes

    Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)

        0000 00.. = Differentiated Services Codepoint: Default (0x00)

        .... ..0. = ECN-Capable Transport (ECT): 0

        .... ...0 = ECN-CE: 0

    Total Length: 60

    Identification: 0xa969

    Flags: 0x04

        .1.. = Don't fragment: Set

        ..0. = More fragments: Not set

    Fragment offset: 0

    Time to live: 64

    Protocol: TCP (0x06)

    Header checksum: 0x0785 (correct)

    Source: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142)

    Destination: zeus.polsl.gliwice.pl (157.158.1.3)

Transmission Control Protocol, Src Port: 32817 (32817), Dst Port: ssh (22), Seq: 1209726968, Ack: 0

    Source port: 32817 (32817)

    Destination port: ssh (22)

    Sequence number: 1209726968

    Header length: 40 bytes

    Flags: 0x0002 (SYN)

        0... .... = Congestion Window Reduced (CWR): Not set

        .0.. .... = ECN-Echo: Not set

        ..0. .... = Urgent: Not set

        ...0 .... = Acknowledgment: Not set

        .... 0... = Push: Not set

        .... .0.. = Reset: Not set

        .... ..1. = Syn: Set

        .... ...0 = Fin: Not set

    Window size: 5840

    Checksum: 0x8874 (correct)

    Options: (20 bytes)

        Maximum segment size: 1460 bytes

        SACK permitted

        Time stamp: tsval 614033, tsecr 0

        NOP

        Window scale: 0 bytes

Frame 2 (60 on wire, 60 captured)

    Arrival Time: Oct 16, 2002 16:59:27.350412000

    Time delta from previous packet: 0.001107000 seconds

    Time relative to first packet: 0.001107000 seconds

    Frame Number: 2

    Packet Length: 60 bytes

    Capture Length: 60 bytes

Ethernet II

    Destination: 00:50:da:47:f8:45 (3COM_47:f8:45)

    Source: 00:01:02:dc:8a:d4 (BBN_dc:8a:d4)

    Type: IP (0x0800)

    Trailer: 0000

Internet Protocol, Src Addr: zeus.polsl.gliwice.pl (157.158.1.3), Dst Addr: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142)

    Version: 4

    Header length: 20 bytes

    Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)

        0000 00.. = Differentiated Services Codepoint: Default (0x00)

        .... ..0. = ECN-Capable Transport (ECT): 0

        .... ...0 = ECN-CE: 0

    Total Length: 44

    Identification: 0x22d6

    Flags: 0x04

        .1.. = Don't fragment: Set

        ..0. = More fragments: Not set

    Fragment offset: 0

    Time to live: 62

    Protocol: TCP (0x06)

    Header checksum: 0x9028 (correct)

    Source: zeus.polsl.gliwice.pl (157.158.1.3)

    Destination: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142)

Transmission Control Protocol, Src Port: ssh (22), Dst Port: 32817 (32817), Seq: 1483584000, Ack: 1209726969

    Source port: ssh (22)

    Destination port: 32817 (32817)

    Sequence number: 1483584000

    Acknowledgement number: 1209726969

    Header length: 24 bytes

    Flags: 0x0012 (SYN, ACK)

        0... .... = Congestion Window Reduced (CWR): Not set

        .0.. .... = ECN-Echo: Not set

        ..0. .... = Urgent: Not set

        ...1 .... = Acknowledgment: Set

        .... 0... = Push: Not set

        .... .0.. = Reset: Not set

        .... ..1. = Syn: Set

        .... ...0 = Fin: Not set

    Window size: 32768

    Checksum: 0xc37e (correct)

    Options: (4 bytes)

        Maximum segment size: 1460 bytes

Frame 3 (54 on wire, 54 captured)

    Arrival Time: Oct 16, 2002 16:59:27.350495000

    Time delta from previous packet: 0.000083000 seconds

    Time relative to first packet: 0.001190000 seconds

    Frame Number: 3

    Packet Length: 54 bytes

    Capture Length: 54 bytes

Ethernet II

    Destination: 00:01:02:dc:8a:d4 (BBN_dc:8a:d4)

    Source: 00:50:da:47:f8:45 (3COM_47:f8:45)

    Type: IP (0x0800)

Internet Protocol, Src Addr: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142), Dst Addr: zeus.polsl.gliwice.pl (157.158.1.3)

    Version: 4

    Header length: 20 bytes

    Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)

        0000 00.. = Differentiated Services Codepoint: Default (0x00)

        .... ..0. = ECN-Capable Transport (ECT): 0

        .... ...0 = ECN-CE: 0

    Total Length: 40

    Identification: 0xa96a

    Flags: 0x04

        .1.. = Don't fragment: Set

        ..0. = More fragments: Not set

    Fragment offset: 0

    Time to live: 64

    Protocol: TCP (0x06)

    Header checksum: 0x0798 (correct)

    Source: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142)

    Destination: zeus.polsl.gliwice.pl (157.158.1.3)

Transmission Control Protocol, Src Port: 32817 (32817), Dst Port: ssh (22), Seq: 1209726969, Ack: 1483584001

    Source port: 32817 (32817)

    Destination port: ssh (22)

    Sequence number: 1209726969

    Acknowledgement number: 1483584001

    Header length: 20 bytes

    Flags: 0x0010 (ACK)

        0... .... = Congestion Window Reduced (CWR): Not set

        .0.. .... = ECN-Echo: Not set

        ..0. .... = Urgent: Not set

        ...1 .... = Acknowledgment: Set

        .... 0... = Push: Not set

        .... .0.. = Reset: Not set

        .... ..0. = Syn: Not set

        .... ...0 = Fin: Not set

    Window size: 5840

    Checksum: 0x446c (correct)

[... Transmisja ...]

Frame 110 (54 on wire, 54 captured)

    Arrival Time: Oct 16, 2002 16:59:37.800735000

    Time delta from previous packet: 0.000294000 seconds

    Time relative to first packet: 10.451430000 seconds

    Frame Number: 110

    Packet Length: 54 bytes

    Capture Length: 54 bytes

Ethernet II

    Destination: 00:01:02:dc:8a:d4 (moon3.iinf.polsl.gliwice.pl)

    Source: 00:50:da:47:f8:45 (lab522-3.zo.iinf.polsl.gliwice.pl)

    Type: IP (0x0800)

Internet Protocol, Src Addr: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142), Dst Addr: zeus.polsl.gliwice.pl (157.158.1.3)

    Version: 4

    Header length: 20 bytes

    Differentiated Services Field: 0x10 (DSCP 0x04: Unknown DSCP; ECN: 0x00)

        0001 00.. = Differentiated Services Codepoint: Unknown (0x04)

        .... ..0. = ECN-Capable Transport (ECT): 0

        .... ...0 = ECN-CE: 0

    Total Length: 40

    Identification: 0xa99b

    Flags: 0x04

        .1.. = Don't fragment: Set

        ..0. = More fragments: Not set

    Fragment offset: 0

    Time to live: 64

    Protocol: TCP (0x06)

    Header checksum: 0x0757 (correct)

    Source: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142)

    Destination: zeus.polsl.gliwice.pl (157.158.1.3)

Transmission Control Protocol, Src Port: 32817 (32817), Dst Port: ssh (22), Seq: 1209729239, Ack: 1483588512

    Source port: 32817 (32817)

    Destination port: ssh (22)

    Sequence number: 1209729239

    Acknowledgement number: 1483588512

    Header length: 20 bytes

    Flags: 0x0011 (FIN, ACK)

        0... .... = Congestion Window Reduced (CWR): Not set

        .0.. .... = ECN-Echo: Not set

        ..0. .... = Urgent: Not set

        ...1 .... = Acknowledgment: Set

        .... 0... = Push: Not set

        .... .0.. = Reset: Not set

        .... ..0. = Syn: Not set

        .... ...1 = Fin: Set

    Window size: 16352

    Checksum: 0x00de (correct)

Frame 111 (60 on wire, 60 captured)

    Arrival Time: Oct 16, 2002 16:59:37.801588000

    Time delta from previous packet: 0.000853000 seconds

    Time relative to first packet: 10.452283000 seconds

    Frame Number: 111

    Packet Length: 60 bytes

    Capture Length: 60 bytes

Ethernet II

    Destination: 00:50:da:47:f8:45 (lab522-3.zo.iinf.polsl.gliwice.pl)

    Source: 00:01:02:dc:8a:d4 (moon3.iinf.polsl.gliwice.pl)

    Type: IP (0x0800)

    Trailer: 000000000000

Internet Protocol, Src Addr: zeus.polsl.gliwice.pl (157.158.1.3), Dst Addr: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142)

    Version: 4

    Header length: 20 bytes

    Differentiated Services Field: 0x10 (DSCP 0x04: Unknown DSCP; ECN: 0x00)

        0001 00.. = Differentiated Services Codepoint: Unknown (0x04)

        .... ..0. = ECN-Capable Transport (ECT): 0

        .... ...0 = ECN-CE: 0

    Total Length: 40

    Identification: 0x2f9d

    Flags: 0x04

        .1.. = Don't fragment: Set

        ..0. = More fragments: Not set

    Fragment offset: 0

    Time to live: 62

    Protocol: TCP (0x06)

    Header checksum: 0x8355 (correct)

    Source: zeus.polsl.gliwice.pl (157.158.1.3)

    Destination: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142)

Transmission Control Protocol, Src Port: ssh (22), Dst Port: 32817 (32817), Seq: 1483588512, Ack: 1209729240

    Source port: ssh (22)

    Destination port: 32817 (32817)

    Sequence number: 1483588512

    Acknowledgement number: 1209729240

    Header length: 20 bytes

    Flags: 0x0010 (ACK)

        0... .... = Congestion Window Reduced (CWR): Not set

        .0.. .... = ECN-Echo: Not set

        ..0. .... = Urgent: Not set

        ...1 .... = Acknowledgment: Set

        .... 0... = Push: Not set

        .... .0.. = Reset: Not set

        .... ..0. = Syn: Not set

        .... ...0 = Fin: Not set

    Window size: 32736

    Checksum: 0xc0dd (correct)

Frame 112 (60 on wire, 60 captured)

    Arrival Time: Oct 16, 2002 16:59:37.895103000

    Time delta from previous packet: 0.093515000 seconds

    Time relative to first packet: 10.545798000 seconds

    Frame Number: 112

    Packet Length: 60 bytes

    Capture Length: 60 bytes

Ethernet II

    Destination: 00:50:da:47:f8:45 (lab522-3.zo.iinf.polsl.gliwice.pl)

    Source: 00:01:02:dc:8a:d4 (moon3.iinf.polsl.gliwice.pl)

    Type: IP (0x0800)

    Trailer: 000000000000

Internet Protocol, Src Addr: zeus.polsl.gliwice.pl (157.158.1.3), Dst Addr: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142)

    Version: 4

    Header length: 20 bytes

    Differentiated Services Field: 0x10 (DSCP 0x04: Unknown DSCP; ECN: 0x00)

        0001 00.. = Differentiated Services Codepoint: Unknown (0x04)

        .... ..0. = ECN-Capable Transport (ECT): 0

        .... ...0 = ECN-CE: 0

    Total Length: 40

    Identification: 0x2fb6

    Flags: 0x04

        .1.. = Don't fragment: Set

        ..0. = More fragments: Not set

    Fragment offset: 0

    Time to live: 62

    Protocol: TCP (0x06)

    Header checksum: 0x833c (correct)

    Source: zeus.polsl.gliwice.pl (157.158.1.3)

    Destination: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142)

Transmission Control Protocol, Src Port: ssh (22), Dst Port: 32817 (32817), Seq: 1483588512, Ack: 1209729240

    Source port: ssh (22)

    Destination port: 32817 (32817)

    Sequence number: 1483588512

    Acknowledgement number: 1209729240

    Header length: 20 bytes

    Flags: 0x0011 (FIN, ACK)

        0... .... = Congestion Window Reduced (CWR): Not set

        .0.. .... = ECN-Echo: Not set

        ..0. .... = Urgent: Not set

        ...1 .... = Acknowledgment: Set

        .... 0... = Push: Not set

        .... .0.. = Reset: Not set

        .... ..0. = Syn: Not set

        .... ...1 = Fin: Set

    Window size: 32736

    Checksum: 0xc0dc (correct)

Frame 113 (54 on wire, 54 captured)

    Arrival Time: Oct 16, 2002 16:59:37.895181000

    Time delta from previous packet: 0.000078000 seconds

    Time relative to first packet: 10.545876000 seconds

    Frame Number: 113

    Packet Length: 54 bytes

    Capture Length: 54 bytes

Ethernet II

    Destination: 00:01:02:dc:8a:d4 (moon3.iinf.polsl.gliwice.pl)

    Source: 00:50:da:47:f8:45 (lab522-3.zo.iinf.polsl.gliwice.pl)

    Type: IP (0x0800)

Internet Protocol, Src Addr: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142), Dst Addr: zeus.polsl.gliwice.pl (157.158.1.3)

    Version: 4

    Header length: 20 bytes

    Differentiated Services Field: 0x10 (DSCP 0x04: Unknown DSCP; ECN: 0x00)

        0001 00.. = Differentiated Services Codepoint: Unknown (0x04)

        .... ..0. = ECN-Capable Transport (ECT): 0

        .... ...0 = ECN-CE: 0

    Total Length: 40

    Identification: 0x0000

    Flags: 0x04

        .1.. = Don't fragment: Set

        ..0. = More fragments: Not set

    Fragment offset: 0

    Time to live: 255

    Protocol: TCP (0x06)

    Header checksum: 0xf1f1 (correct)

    Source: lab522-3.zo.iinf.polsl.gliwice.pl (157.158.77.142)

    Destination: zeus.polsl.gliwice.pl (157.158.1.3)

Transmission Control Protocol, Src Port: 32817 (32817), Dst Port: ssh (22), Seq: 1209729240, Ack: 1483588513

    Source port: 32817 (32817)

    Destination port: ssh (22)

    Sequence number: 1209729240

    Acknowledgement number: 1483588513

    Header length: 20 bytes

    Flags: 0x0010 (ACK)

        0... .... = Congestion Window Reduced (CWR): Not set

        .0.. .... = ECN-Echo: Not set

        ..0. .... = Urgent: Not set

        ...1 .... = Acknowledgment: Set

        .... 0... = Push: Not set

        .... .0.. = Reset: Not set

        .... ..0. = Syn: Not set

        .... ...0 = Fin: Not set

    Window size: 16352

    Checksum: 0x00dd (correct)

